. JP,2000-507069,A [CLAIMS] 
* NOTICES * 



1/2 ^— v 



JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

1. It is Indicating Equipment Which Decodes and Displays Enciphered Video Pixel Data. Array of 
Pixel Cel of P Train of One Line Which Displays Said Decoded Video Pixel Data as a Frame, The 
memory device of pA of one line which memorizes the digital code of the decoded video data 
with which it is the memory device of the p train of one line, and each memory device expresses 
the brightness of each pixel eel during a frame period in relation to each pixel eel, The register 
which memorizes a part of frame [ at least ] of the digital code of said enciphered video pixel 
data not in a train and the sequential sequence of a line but in enciphered sequence. The driver 
circuit which supplies the digital code which started A of the array of said memory device, and a 
line, and was memorized to these memory devices at said register, Said decode key is supplied 
to said register so that a 1 decode key may be received, Rhine of a digital code where the 2 
aforementioned driver circuit was decoded from said register may be received and the train of 
the array of said memory device may be started. 3) Display with which said driver circuit is 
equipped not with sequence but with the decoder which supplies said decode key to said driver 
circuit so that one line may be started at once for the array of a memory device based on a 
decode key. 

2. Display which used display as liquid crystal display in display according to claim 1. 

3. Display according to claim 1 further equipped with timing circuit which supplies timing pulse to 
said driver circuit, and starts line of array of memory device, and A. 

4. Indicating equipment which decodes digital code from register before said digital code itself is 
enciphered for every pixel and decode key is supplied to driver circuit in indicating equipment 
according to claim 1. 

5. In an indicating equipment according to claim 1, said register is constituted so that Rhine of a 
digital code may be decoded based on a decode key. Indicating equipment characterized by 
constituting said driver circuit so that the digital code decoded from the register may be 
received. 

6. Indicating equipment with which timing of driver circuit which starts said line and train is given 
by timing circuit in indicating equipment according to claim 5. 

7. It is the display according to claim 1 characterized by receiving each frame of the enciphered 
video data as a division part defined beforehand, and not displaying the line in each division part 
in sequence, but displaying a division part in sequence. 

8. Set to a display according to claim 7, and it is not sequence but the display to display about 
said division part. 

9. It is not sequence but the indicating equipment to display at the time amount sequence of the 
frame pair frame which makes temporary artifact min for said division part in an indicating 
equipment according to claim 8. 

10. different time order from the sequence displayed on a frame with the 1st division part by the 
following frame in a display according to claim 9 — the occasion — the display which it is 
displayed and the timing during the display of the 1st division part of each frame is not displacing 
sharply from a frame period. 

11. The television set which equips any 1 term to claims 1-6 with the indicating equipment of a 
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publication. 

12. In Decoding Enciphered Video Pixel Data and Displaying Process Which Receives Enciphered 
Video Pixel Data Containing Digital Code about Each Pixel Which Should be Decoded by Array of 
Pixel Cel of P Train of One Line as One Frame, and Should be Displayed on it, The process 
which memorizes a part of digital code [ at least ] of said enciphered video pixel data to a 
register, and memorizes the enciphered video data to a register not in a train or the sequence of 
a line but in enciphered sequence, The process which decodes the enciphered video data based 
on a decode key, and supplies the decoded video data to a driver circuit, Each memory device is 
connected with each pixel eel in the video pixel data decoded from the driver circuit. It has the 
process supplied to the array of a memory device which has the memory device of p train of one 
line which memorizes the digital code of the decoded video pixel data which express the 
brightness of each pixel eel during a frame period. The process which supplies said decoded 
video data supplies the digital code which started A and was classified from the driver circuit in 
the array of said memory device to a memory device. How to decode not sequence but the 
enciphered video pixel data which start one line at once, and display the array of a memory 
device based on a decode key. 

13. In Decoding Enciphered Video Pixel Data and Displaying Process Which Receives Enciphered 
Video Data Which Should be Decoded by Array of Pixel Cel of P Train of One Line, and Should 
be Displayed on it, The process which memorizes one line of one frame of digital pixel data to a 
register in n enciphered sequence instead of train sequential sequence, The process which 
decodes the enciphered video data based on a decode key, and supplies the decoded video data 
to a driver circuit. Each memory device is connected with each pixel cel in the video pixel data 
decoded from the driver circuit. It has the process supplied to the array of a memory device 
which has the memory device of pA of one line which memorizes the digital code of the decoded 
video pixel data which express the brightness of each pixel cel during a frame period. The 
process which supplies said decoded video data starts the train of the array of said memory 
device using the digital code classified from the driver circuit. How to decode and display the 
enciphered video pixel data which start one line in order at once about each Rhine of a digital 
code. 

14. Face Enciphering Video Pixel Data Displayed on LCD. Process Which Divides Video Pixel 
Data into Division Part of Plurality in which Each Has Line of Two or More Pixel Data Defined 
Beforehand, Process which enciphers said line for the sequence of a display of the line in a 
division part not the time amount sequence of a division part but by changing How to encipher 
the video pixel data displayed on LCD equipped with the process which supplies the enciphered 
video pixel data to LCD. 

15. The approach changed so that it may be displayed by not sequence but LCD in an approach 
according to claim 14 based on the time order foreword to which the time order foreword of said 
division part makes temporary artifact min. 



[Translation done.] 
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1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

Access video signal controlled without freeing a signal The approach of supplying, and field of 
equipment 1. invention This invention relates to the approach at the scrambling equipment and 
the encryption equipment list which prevent that a signal is generally freed in an indicating 
equipment, especially an indicating equipment. 

2. Explanation of conventional technique In order to prevent the unapproved copy of video, the 
provider scrambles, namely, it is enciphered and video is protected from it being unauthorized 
and seeing. The vocabulary "scrambling" means changing an analog signal so that it may not be 
displayed in the usual condition of generally not performing suitable decode processing. Although 
the example of a scrambling technique is not limited, it includes synchronous control, rotation of 
an active line, and Rhine shuffling. Since the processing which changes a digital sequence by 
multiplexing by the false random sequence is expressed, generally the vocabulary "encryption" is 
used. A "key" is required in order to reproduce an original signal. Here, Source S Cleft-hand side) 
is scanned in order of a raster (RSS), and gives the time order foreword of illustration. Source S 
(for example, camera) is an MPEG encoder (MPEGENC) about an RGB code. 
It is alike, and supplies and this encoder is combined with an MPEG transmitter (MPEGTR). 
An indicating equipment D (right-hand side) receives the signal of the MPEG receiver 
(MPEGREC) combined with the MPEG decoder (MPEGDEC). An MPEG decoder supplies an RGB 
code to Display D by the same time amount sequential (T) f and displays information in order of 
the same raster (RSS). The example of this technique is Data Encrytion Standard (DES). 
An example of the typical display system which is not enciphered is shown in drawing 1 . An 
example of the typical MPEG display system to encipher is shown in drawing 2 , and the 
sequence "the BLCF train DGIHEKJ" enciphered in this system occurs. Here, Source S (left- 
hand side) is scanned in order of a raster (RSS), and the time order foreword of illustration is 
given. Source S (for example, camera) supplies an RGB code to an encryption unit (ENCR), and 
this unit supplies an RGB code at a time order foreword (T) by the gestalt enciphered by the 
MPEG encoder (MPEGENC). An MPEG encoder is an MPEG transmitter (MPEGTR). 
It is alike and joins together. 

An MPEG receiver (MPEGREC) receives the signal from an MPEG transmitter, and combines an 
MPEG decoder (MPEGDEC) with this MPEG receiver. The RGB code is enciphered by time 
amount sequential (T). 

A decode unit (DECR) is combined with an MPEG decoder. 

A decode unit supplies an RGB code to the display (D) of a receiver (R) at an original time order 
foreword (DECRRCCT). 

The video signal is scrambled or enciphered by the mode which cannot be used when there is no 
suitable authorization. On the other hand, if authorization is given to a consumer s house, it sets 
to the "video outlet" jack of a cable converter box or a receiver, and it will be scramble- 
canceled, a video signal will be decoded, therefore it will free (refer to drawing 3 ). In this 
drawing, source video (SV) is supplied to an encoder (ENC), and the encryption unit (ENCR) is 
combined with this encoder. An encryption unit supplies the enciphered signal to a transmitter 
(TR). The receiver input section is combined with the demodulator (DEM) through the send 
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channel (TRCHO is a signal supplied to the receiver input section (RI)). After a recovery, this 
signal is decoded in a decode unit (DECR), and is supplied to an output port (OP). As mentioned 
above, a video signal (VS) is freed in this phase. An output port is a monitor (M) which has a 
display (D). 

And it is combined with a videocassette recorder (VCR). The display of today's [ many ] form is 
used. Generally there is a display according to an individual like a well-known CRT device (CRT) 
and a digital optical modulator or a deformable mirror space optical modulator (DMD), a liquid 
crystal display (LCD), and a plasma display. Each of these displays has a problem about the user 
who has not obtained authorization recording video freely from the output of the ''video outlet" 
jack of a cable converter box or a television set. In addition, actuation of LCD will be explained in 
order to give explanation easy. 

A liquid crystal display contains the picture element ("pixel") of the liquid crystal which ****(ed) 
in the line and the train. In a LCD display system, an indicating equipment is illuminated by "line" 
bias, i.e., line bias, by the matrix address skim generally used. That is, a certain specified line is 
illuminated, line another next is illuminated, and the whole frame is formed. For example, the 
effective pixel of 480Ax480 line exists in the specific Philips LCD display. A train driver is 
required in order to supply a signal to 480 pixels required about a predetermined line. In this 
case, sequential starting of the 480 lines is carried out, and one image (or frame) is generated. 
Drawing 4 shows the block diagram of a LCD indicating equipment. With reference to drawing 4 , 
this indicating equipment is constituted so that video like a television picture may be displayed, 
and it contains the active-matrix liquid crystal color display panel 10. A panel 10 is equipped with 
the transparent insulating buttress plate which two pieces, for example, glass, estranged. The 
switching element and memory device by which it was twisted among these plates, the 
pneumatic liquid crystal has been arranged, and the panel 10 has been further arranged a line 
and in the shape of A the liquid crystal pixel of a large number relevant to (for example, a 
capacitor) — having — these switching devices and a memory device — the crossover address 
— the address is carried out through the 1st and 2nd groups of a conductor — having — each 
pixel — the address of each class — it connects with the conductor, respectively, the line 
address to which the 1st group extends in a line writing direction — it has a conductor, the 
conductor of the 2nd group — the direction of A — extending — henceforth — the train 
address — a conductor will be called, each train address — the pixel of each line is connected 
to a conductor, respectively, a known active-matrix liquid crystal display — setting — a line 
address — a conductor acts as a scan electrode and is controlled by the line driver circuit 15 
equipped with a shift register circuit — having — a line driver circuit — during each line address 
period — each line — sequential supply of the selection signal is carried out at a conductor, 
synchronizing with the selection signal perform by timing-cum-the control circuit 16 , the 
required display effectiveness generate the data ( video ) signal acquire by sample TV Rhine by 
the direct-concurrent conversion from a pixel line as it be supply and scan by the conductor the 
A address from A driver circuit linked to the output section of the video processing circuit 18 . 
Therefore, the video information on single Rhine is supplied to the A driver circuit 17, and video 
information is supplied to this line according to the line by which the address was carried out in 
the line driver circuit 15. Each display effectiveness that the address of the one line is carried 
out at a time is combined, the whole image of the one field is constituted, and the address of the 
pixel is again carried out in the sequential field. A A signal will be freed by the sequential loading 
information supply to this array 10, and an unapproved copy will break easily. 
The purpose of this invention is to prevent that a signal is freed in a LCD display. 
Another purpose of this invention is to prevent that a signal is freed, without changing a LCD 
display sharply. 

Still more nearly another purpose of this invention is to prevent that make temporary artifact 
into min and a signal is freed. 

It is based on recognition that it is not necessary to supply pixel data in such sequence which 
followed in order when other purposes supplied pixel data to a memory device by reaching. 
Instead, data are supplied to a memory device in the sequence enciphered based on the 
cryptographic key. 
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These purposes encipher the pixel data in one line or one line of an indicating equipment, arrange 

them to the register or other stores of A driver circuit decode these pixel data, and are attained 

by the 1st example by this invention which arranges the data with which a register or other 

stores were decoded based on the decode key in the suitable location of A driver circuit. 

In the 2nd example of this invention, the line sequence or the time order foreword of a line which 

should be displayed that a line driver circuit loads a suitable line based on a decode key is 

enciphered. 

In the 3rd example of this invention, both the sequence of the pixel in a line and line sequence 
are enciphered, and both a line decoder and A decoder load LCD Rhine for every Rhine based on 
a cryptographic key. 

In the 4th example of this invention, encryption is carried out real A so that temporary artifact 
generated by changing line sequence may be controlled. This is attained by dividing each frame 
of a video signal into two or more division parts. Each division part has the enciphered sequence 
and the time order foreword of a display of these division part controls. 

Other purposes and operation effectiveness of this invention are in **, and are made into ** also 
from a specification. 

Therefore, the range of this invention is indicated to a claim including all the matters proved by 
the following detailed indications in the requirements for a configuration which suited so that this 
invention might make these processes the mutual relevance between some processes and these 
processes, and a list real A, the combination of a component and the equipment using 
arrangement of a member, and a list 

In order to deepen an understanding of this invention further, this invention is explained to a 
detail with reference to an accompanying drawing. Here Drawing 1 shows a typical MPEG display 
system. Drawing 2 shows the typical MPEG display system which has encryption, drawing 3 
shows the configuration which makes a signal clear in an MPEG skim. Drawing 4 is the diagram of 
the liquid crystal display by this invention. a-5d of drawing 5 shows the suitable good example of 
this invention by which the video sequence was divided into two or more sections, drawing 6 a - 
6c — this [ of the section about each frame / time-sharing ] — being shown — the condition 
diagram and table of the allocation **** transition about a display showing drawing 7 a and 7b in 
drawing 5 c — being shown — Drawing 8 shows the flow of the video data based on this 
invention in a television set 

As mentioned above, the example of LCD shown in drawing 4 memorizes pixel data to a driver 
circuit 17. In the conventional technique, the A driver circuit 17 contains the memory device of a 
large number corresponding to the number of the active pixels on a predetermined active line 
(line). The pixel data about predetermined Rhine (line) are transmitted to an array 10 by Rhine 
sequential under control of the line driver circuit 15. The line driver circuit 15 carries out the 
address of the pixel line of an array 10 about desired Rhine. The pixel data memorized in the A 
driver circuit 17 are transmitted to an array 10 for every Rhine. A Starting of LCD breaks by the 
bias for every Rhine which carries out sequential generating of the field (frame) of video 
information, all the timing about this system — the basis of control of timing-cum-the control 
circuit 16 — A — obtaining — ** the store to an array — "write-in" processing — it can call - 
- read-out from an array — "read-out" processing — corresponding — these both — the bias 
for every Rhine — A — obtaining — ** Timing-cum-the control circuit 16 supplies a suitable 
write-in enable signal and a read-out enable signal. 

In a LCD system, it is necessary to write pixel data in the display array 10 by the bias for every 
Rhine. Therefore, although pixel data are enciphered all over Rhine and an insurance students 
level is maintained in order to prevent making a signal clear in the 1st example of this invention, 
it is necessary to input the enciphered video pixel data as a group who contains at least one line 
in LCD. 

In the 2nd example of this invention, instead of carrying out sequential starting of Rhine to 1- 
480, encryption A Is about two or more Rhine of DEBIO, these Rhine A Is in order of 10, 400, 2, 
276, and .... in random sequence, and the level of still higher safety is obtained. In order to avoid 
temporary artifact, the limit which should be imposed about encryption of this form exists. 
Predetermined Rhine started about Frame n should not be started about the frame n+1 from the 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 



JP,2000-507069,A [DETAILED DESCRIPTION] 



4/5 ^— v 



time amount period which is sharply separated from this frame period. If it puts in another way, 
when Rhine 251 will be started by the last of Frame n, this Rhine should not be started to the 
beginning of a frame n+1, otherwise temporary artifact may produce it. encryption can be A 
obtained only in the boundary defined beforehand, and the possibility of temporary artifact can 
make it min by things by random encryption in the source of a signal for every permitted Rhine. 
This constraint guarantees the longest period and the shortest period which can start 
predetermined Rhine for every frame. Drawing 5 train - 5D shows control of such encryption. 
The drawing 5 train shows a typical display. Drawing 5 B and 5C show the suitable example of 
this invention which divided the display into the section train and the boundary which is shown 
by B and C, and which was defined beforehand. Each section has a related time order foreword. 
In this example, a section train is scanned first and (1) and Section B are scanned by the 2nd 
(2), (3 by which Section C is scanned continuously at the end). In Section C, Section B contains 
[ a hypothetical section train ] the pixel lines 11, 12, 13, 14, and 15 including the pixel lines 6, 7, 
8, 9, and 10 including the pixel lines 1, 2, 3, 4, and 5. Separation of Rhine to two or more of these 
sections A Is theoretically in an encoder (transmitting side), and LCD predicts reception of this 
transmission. This is practical about a configuration like an electronic cinema (Electronic 
Cinema). In the 1st example ( drawing 5 C and 5D) of this invention, the time order foreword of a 
section is fixed, for example, the line of a section train is started to the 1st, and Section B is 
started to the 2nd and starts Section C to the 3rd. The line in each section is protected from 
the user who is not permitted rather than the case where there is almost no temporary artifact 
with a possibility that it may be enciphered, only the pixel in a line may be enciphered and it may 
be generated much more certainly. Therefore, a section train can be enciphered by changing a 
series of Rhine of a section train. For example, about a frame 3, it can transmit in the time 
amount sequence lines 5, 3, 1, 2, and 4 t and a section train can make a time order foreword 
Rhine 2, 3, 4, 1, and 5 in a frame 8. 

In another suitable example of this invention, still higher random nature is permitted and still 
higher safety is secured, in this example, a section train, and B and C only move one section at a 
stretch — a predetermined frame — this [ "exchange" time-sharing ] — A — obtaining — ** 
About this example, drawing 6 A - 6C is referred to. Drawing 6 A shows this [ about each 
frame / time-sharing ]. The time order foreword which displays these division parts like [ it is 
****** and ] does not change from this drawing, but a section train is displayed on the 1st about 
each frame, and Section B is displayed on the 2nd and displays Section C on the 3rd. Drawing 6 
B shows this [ of the section about each frame in case this / of a section / "exchange" time- 
sharing / is permitted / time-sharing ] by moving at a stretch in a certain section. In this case, 
when Section C appears in the 3rd with a frame 1, this section C appears in not the 1st but the 
3rd, or the 2nd in a frame 2. Similarly, when a section train appears in the 1st in a frame 2, a 
section train appears in not the 3rd but the 1st, or the 2nd in a frame 3. Therefore, not ail frame 
periods leave the rate of temporary updating about a predetermined section 1/3 or more. 
Drawing 7 shows the condition diagram of the transition permitted. In this invention, a pixel does 
not occur in order of a time order foreword. This reason is that these data serve as the 
sequence that the time order foreword of a pixel was enciphered as it is enciphered and these 
data are outputted from a video decoder. Although the enciphered sequence appears at random, 
it is accompanied by the "key" of a certain form. It is the image with which, as for this, the 
"scramble" of the pixel by which it is not made a right line or the sequential sequence of a train 
was carried out with the time order foreword pattern of data, as for this pattern, and data are 
the sequence of Rhine at an array, and when transmitted in order of a pixel, this image appears 
as an image "scrambled." In this case, pixel data are memorized in a location random to the 
array of a memory device. For example, when the 1st pixel location is specified as (0 t 0) of zero 
AO line, it is loaded about the location of the sequence as which the 1st line (4 1) of the 4th A 
was enciphered. When a key is known, when data are loaded to the memory device of an array 
16, it can decode by the train and the line driver circuits 15 and 17, and then the display 
according to individual is supplied, and it is displayed appropriately. 

If return and Sections A, B, and C shall be displayed on drawing 4 in order of the time amount 
same about each frame ( drawing 5 A-D), it receives, 1st Rhine 1, for example, the line, by which 
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the register in A driver store 17 (not shown) was decoded about the section train from the 
video-processing circuit 18, and when only the pixel in this line is decoded, the time order 
foreword of the line within a section train will continue. A register supplies the video data 
decoded to the train driver circuit 17 based on the decoded key. The train driver circuit 17 
starts this A of an array 10, and the line driver circuit 15 starts a line 1. When the sequence 
enciphered about the line 1 is pixels 13, 12, 15, 14, and 11, the store or register (not shown) of a 
train driver circuit receives and decodes the enciphered video line, and supplies it to the A driver 
circuit 17. Next, the pixel information on train driver circuit ** is directly supplied to a display in 
suitable sequence 11, 12, 13, 14, and 15. The example of such a register or a store contains the 
memory which has the register loaded to nonstop in the train driver circuit 17 based on a 
cryptographic key, or the address line accessed by the train driver circuit 17 based on the 
decode key. When it is the time order foreword as which the line was enciphered, the line driver 
circuit 15 starts a suitable line based on a decode key, before the train driver circuit 17 starts 
loading. In this case, when this line is started in order of 5, 3, 1, 2, and 4 instead of the sequence 
of 1, 2, 3, 4, and 5, the line driver circuit 15 receives a decode key, and it starts this line in order 
of 5, 3, 1, 2, and 4 instead of carrying out sequential starting of this line. 

Since LCD displays a pixel for every Rhine, as long as it decodes before the pixel in Rhine is 
displayed with the constraint which restricts temporary artifact, it is not necessary to indicate 
Rhine by sequential. 

Drawing 8 shows the BITEO data style by this invention in a television set. The video encoder 30 
supplies and encodes and then a video signal is supplied to the encryption machine 32. The video 
signal enciphered and encoded is supplied to a receiver 35 through a send channel with a 
transmitter 34. A receiver 35 supplies the video signal enciphered and encoded to the video 
decoder 36. Although this video signal is decoded by the video decoder, when a LCD display is 
supplied, it is in the still enciphered gestalt It is prevented that decode A Breaks within an 
indicating equipment, therefore a signal is made clear by the video outlet jack. 
As carried out for whether being ** from the explanation mentioned above, it is in ****** by 
which the above-mentioned purpose is attained, and various modification is possible, without 
deviating from the pneuma and the range of this invention, in case the configuration which 
enforced and mentioned above the approach mentioned above is carried out, and no matters 
included in the explanation and the accompanying drawing which were mentioned above are 
limited to these, but it is contained in the range of this invention. 

[Translation done.] 
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